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)

Consultation Issue

We respondedo the 2002review of the Political Parties,ElectionsandReferendumé#ct
2000,suggestinghatany amendmento PPERAtakesaccounibf the possible
implementatiorof electronicvoting. As amemberof theresearcheamcommissioned
by, inter alia, the ElectoralCommissiorto researchihe Implementatiorof Electronic
Voting, we arepleasedhatthereareexplicit questionsaboutrelevantissuesn this
consultation.

In generalwe urge cautionin theintroductionof changestheview of a memberof the
focusgroupsin the Implementatiorof ElectronicVoting projectis appropriate*Why
look for trouble?Why x it if it isn't broken.” (asquotedin BMRB, 2002,p22)
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It is worth notingthatelectronicvoting usingVDU displays properlyimplemented,
offerssubstantiahdvantagesn ballot designover paper sincemultiple views of the
ballot areavailable.Someof thewaysthis canbe usedareindicatedbelow.

Sectionl.7.We wholeheartedlyvelcomethe aim to make ballot paperamore
userfriendly.

Ourview of theelectoralprocesss thattheaim shouldbe accuratdransmissiorand
aggreationof thewishesof thevoters.

In ourrecentpaperon theseissueqFairweatheiandRogerson2003)we arguethatin
electronicvoting, securityshouldgenerallytake precedencever otherissuef interface
design.Thisis becausenostof the dangerof inaccuratdransmissiorandaggreationof
thewishesof the votersin electronicvoting comesfrom securityissuesEvenso,we
arguethatsecuritymustnot be achiezedat the expenseof confusingvoters. Where
paperballotsareused,issuef securityarelessrelevantto ballot paperdesign,andeven
in electronicvoting, the questionsof interfacedesignaresubstantial\e hold rmly our
view thatif securityis notatissue the accuratdransmissiorof thewishesof voters
requiresmakingballot papersasuserfriendly aspossiblewithout introducingother
distortions.

We areawarethatpoordesignof paperballotscould have serereimpactson con dence
in the electoralsystem Oneof the key issueghatmeanghatthelegitimacy of theUS
presidentiaklectionis still disputedwvasa designof ballot papersn partsof Floridathat
wasat bestconfusingin use(seeResnick,2000).

2.1 Q1(a)

Theeffectsof alphabeticalisting of candidatesremitigatedunderpresentarrangements
by eachof the political partieshaving candidatesvith awide varietyof namesThus,if
onepartydoesgainanadwantagean onedivision by having a candidatevith a surname
earlyin thealphabetthey will looseoutin anotherdivision by having a candidatewith a
surnamdatein thealphabetWhile this maybe unfair to particularcandidatesthe

overall effect on the polity is minimised.

Therecanbeno doubtthatthereis a problemwith the orderingof namesof candidatesn
situationswhereelectronicvoting usesballot displayswhere(at leastfor a proportionof
voters)notall candidatesredisplayedsimultaneouslyA typical situationwould be
analogougo the useof awebbrowser(suchasinternetExplorer),wherethe designeiof
thewebpagedoesnot know how muchof thewebpagewill bevisible ontheusers

1. In principle security could be aided by omitting any reference to the political party, either visual or
verbal, since these are the parts of the interface most likely to exploited by virus attacks, but voters would
find this excessively difficult.
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computerif too muchis putontheweb-pagetheuserneedso 'scroll’ to view someof
the page While ahigherproportionof webuserscannow copewith scrollingthan
previously, scrollingstill reducesusability (Nielsen,1997).Sincevoting shouldbe
universallyavailableon equalterms,thefactthata proportionof the electoratecannot
copewith scrolling (SCOPE 2002,p44)is anincomparablymoresevereproblemfor
electronicvoting thanit is for commerciaWwebsiteqwherethelossof the businesf a
proportionof potentialuserscanbe offsetby gainsof additionalbusinessamongsbther
moretechnicallysarvy andprobablywealthier users).

If alphabeticabrderingis usedwith electronicvoting in situationswvherescrollingmight
occur a proportionof theelectoratewill neverrealisethatcandidatesaterin the
alphabetarestandingandthosecandidatesvill be disadwantagedn avastlymore
substantialvay thanwith paperballots.

Similarly in situations suchastelephonevoting, wherevotersarepresentedvith a
time-sequentidist of candidatesthereis a dangetthatthoselastin thelist will be
disadwantagedsincea proportionof voterswill alreadyhave madetheir selectionbefore
beingpresenteavith thatoption.

Giventhatdifferentethnicgroupshave a differentalphabeticadistribution of surnames,
thereis adangerthatif positionontheballot paperhasanimpacton electionresults,
ethnicbiaseswill becomeproblematicor will be percevedasbeingproblematic.

Q1(b)

Theevidenceof Rallingsetal (1998pp123-5)is clearthatalphabeticallisting doesgive
an advantae to candidatesvith surnameseaser the bgginning of the alphabet While
their original researchielatedto multi-membemwards,thereis noreasorto believe that
theeffectwill beabsenin singlevacang divisions(althoughit would be muchharderto
researchgontrollingfor party effects). They referencenumeroustheracademigapers
thatprovide other independengvidence.

It is alsoclearfrom the evidencethatwith poorly designedallot papergositiononthe
ballot papercanin uence voterbehaiour (Resnick,2000).

While we arenot awareof ary researcthinto the effect of positionon the balloton
electronicvoting, consideratiorof interfacedesignfor thosewho areless
computetliteratesuggestshatthe effectwill be evenstronger thanary effectwith paper
ballots.We considetthisto beanareain needof furtherurgentresearctprior to any
widespreadmplementatiorof electronicvoting.
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2.2 Q2(a)

If thereis reasorto changerom alphabeticabrderingby candidatesurnamegchanging
to alphabeticabrderingby party namewould make thingsworse.Alphabeticalordering
by partynamewould be unfair bothto individual candidate®f disadwantagegartiesand
alsoto thosepartiesasa whole;andthe effect on the polity of suchunfairnessvould be
maximised.

We do not have a clearview betweerthe otheroptionsfor paperballotsbeyondour
oppositionto orderingby party name.

Q2(b)

Rotatingthe orderof namesn mosttypesof electronicvotingis atrivial issuecompared
with thetechnicalchallenge®f ensuringadequateecurityfor electronicvoting.
Methodssuchasuseof softwarewherethe sourcecodewasopento inspectionwhichis
alreadya necessarglementof bringingadequatehecksandbalancesnto theelectronic
voting processwyould provide the necessarprocesset ensurezachrotation's ordering
werepresentedo votersanequalnumberof times.Therewould not bethe additional
problemswith countingthatrotationwould presenwith paperballots.

Q4(a)

We areawareof partieschoosingo publicisethe number(s)f their candidate(s)We
notethatif voting behaiour is in uenced by the useof numberson theleft handsideof
the ballot paper it is mostlik ely thatthereis anadwantageo having alow number
associateavith your candidatgseeansweltto Q4(b)).If thisis thecaseunderUK
electoralarrangementsry differentialimpactof candidatenumberingwould be
indistinguishabldrom theimpactof alphabeticabrderingoutlinedabove.

Q4(b)

We suspecthatnumberson theleft handsideof ballot papersareconfusingto a
proportionof votersnow thatwe arein anerawherevotersareon occasiorpresented
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with numberedartylists of candidatesandmayoralelectionswith rst andsecond
preferencerotes.We arealsoawarethata signi cant numberof votersmayalsohave
encountereg@referentialoting in otherelections(suchastrades-andstudent-union
elections) Thesecontects all provide for the candidateassociateavith thenumber one'
to bethemostfavoured.Sincemary of theseusesof numberingof candidatesre
relatively recentchangesthe effectsof this couldbe expectedo increasewith time, as
morevotersencountethem,andasvotersencountethemmoretimes.

Thenumberingof candidate®n the ballot paperappeardo usto bealegag/ from anera
whenpartyemblemgor evennames)verenot presenpn ballot papersandwhena

signi cant proportionof the electoratevereinsufciently literateto readcandidate
namesGiventhatballot papersow displaypartynamesand,importantly emblemsit
appeargo usthatthereis little casefor theretentionof numberson theleft handsideof
ballot paperdf the combinatiorwith otherusesof numberscouldleadto confusionor
biasin theelectoralsystem.

2.5 Q5(a)

Oneof the ndings of thefocusgroupsconductedaspartof the Implementatiorof
ElectronicVoting projectwasthatin the mock-upof electronicvoting, “The useof party
coloursandlogoswasappreciatedsit wasfelt thesemadeit easietto seewhoyou were
voting for” (BMRB, 2002,p28).

We areclearthatthe presencef emblemson ballot paperds importantin improving
accessandin the caseof electronicvoting improving interfaceusability Analyseshave
demonstratethatthe vastmajority of votersdecidewhich party to votefor, ratherthan
decidebetweerindividual candidatesandthatpersonalotesrepresentessthan10% of
thosecast(eg Butler & Kavanagh,1992,p340;Rallingsetal 1998,p121).

While it might bedesirableor morevotersto votefor individualsratherthanparties,
fairnesdo voterswith limited literacy or restrictedntellectualabilitiesrequireshatthe
electoralprocessughtto recognisehereality of the situationasit is, giving the
designator®f party greaterprominencehanthoseof individual candidatesThusthe
defaultview of theballotfor electronicvoting shouldhave partyemblemsasthe
dominantpartof thedisplay andclicking on theemblemshouldbe sufcient to select
thatparty or candidateMaking party emblemssimilarly prominenton paperballots
appearso usto besimilarly appropriate.

Againstthis backgroundye consideliit likely thatbeingdenieduseof anemblemwill
disadwantagea candidateHowever, sincethe vastmajority of votersalreadyvote for
partieswith emblemsand nd thoseemblemsuiseful, we would be stronglyopposedo
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theideathat“If oneof thecandidatesn ary particularelectiondoesnot have anemblem
thenthosewho do shouldnot beallowedto usetheirsasit givesthemanunfair
advantage.”Thershouldbe othermethodsusedto avoid ary effect of unfair
discriminationagainsicandidatesvho arenotof cially authoriseccandidatesf parties
with emblemgegisteredwith thecommission.

Q5(b)

For reason®utlinedlaterin this responsewe areopposedo the useof photographsn
ballot papersandasalreadyoutlinedwe opposeheideaof "all or none'usingemblems.

We favour allowing candidatesvho would not otherwisehave a registeredemblembeing
allowedto registeremblemsWe recognisdhatit mayprove impossiblefor thisto be
achiezedwithin thetimetablefor anelection.However, few electionscomeasa surprise,
sincemostelectiongake placeon a x edtimetable andparliamentaryGeneraElections
canusuallybe predictedo take placefourto veyearsafterthe precedingelection,
unlessa hungparliamentesults(in which casea quickly-following seconcelectioncan,
equally be predicted) Similarly, by-electionsareusuallypredictabldrom thedaya
vacang arises.Thuswe considetthatit shouldbe possiblefor emblemgo beregistered
beforenoticeof theelectionis published A rule couldbe establishedhatcandidategan
useary emblemregisteredatleastthreemonthsprior to the polling dayif they have
permissionwhich couldbe delegated)of the persorregisteringthe emblem Giventhat
candidatesvith wildly contradictoryaimsin different(but perhapsieighbouring)ocal
authoritiescould seekto registerthe sameemblemif local returningof cers wereableto
registeremblemsijt appearso usthatonly the ElectoralCommissioris in a positionto
registeremblems.

We have no doubtthatprovided suitableemblemsareselectedcolouremblemswyould
make ballot-papersnoreuserfriendly. It maybethatcostsaretoo greatto justify theuse
of colouremblemdor local electionpaperballotsin theimmediatefuture, howeverin
electionsof greateimportanceandwhereprint runsof ballot papersarelonger the
balancds morelik ely to comedown alreadyin favour of the useof colouremblems.

Many typesof electronicvoting enablethe displayof colour. We areutterly corvinced
thatcolouremblemsshouldbe usedin thesecontexts, sincethe bene tsaresigni cant
andthecostsminimal.

It thusseemsappropriatehatcolouremblemsareregisteredor eachparty, soasto
provide ade niti ve referencesourcefor thoseimplementingelectronicvoting, andto
enablethe Commissiorto ensurethatcolouremblemsdo not give riseto confusion
betweemnparties.



"Review of Ballot PaperDesign"consultation- Responsef the Centie for Computingand
SocialResponsibilityDe Montfort University

Q5(c)

To reducethefrequeng of candidatesvithoutanemblemandreducethe administratve
burdenon candidatesndagentswe would suggesthatit shouldbe possiblefor a
candidateo usetheemblemsof a party without signedauthorityfrom the party,
providedthatparty hasno othercandidaten thatdivision.

Sound

Goodcomputetinterfacedesignfor thosewho arelessfamiliar with computersor who
have otherdif culties operatingcomputersequiresthe useof appropriatesoundsvhere
possible andwheretherearenot otherfactorsmilitating againsthe useof sound.
Similarly, in someelectronicvoting contexts (notablytelephonevoting andinterfacesfor
useby peoplewith severelyimpairedvision), soundoutputis vital.

Thesefactorssuggesthatit is appropriatdor partiesto registersound emblems'for use
whenappropriaten electronicvoting.

It shouldbe noted,however, thatin casesf electronicvoting usingfamily Digital
Television setsor computersn family roomsor in theworkplacewherethey canbe
overheardsoundoutputshouldnotincludearny sound(neithera sound emblem’,nor
party name nor candidatenamein audibleform) thatindicatesthe vote selectionof the
voterin away thatcouldbe overheardviolating privacy. Thusthe useof sound
"emblems’canbe expectedo remainlimited, althoughit couldbeimportantin contexts
whereit is appropriate.

As well astelephonevoting, theuseof sound emblems'is appropriatén othertypesof
electronicvotingin conjunctionwith headphoneandshouldbe generallyavailableasan
optionto assisthosewith visualimpairmentgo voteindependentlyPreferencesuchas
for full audiooutpuf, would ideally be collectedat the voterregistrationstageunderary
full implementatiorof electronicvoting.

2.6.We concurwith theattitudeof the Commissiorthatcandidateshouldnotbe
obligedto usetheirfull legal namesastheir mainnameon ballot papersin our opinion,
goodusabilitydesignrequireshatthe namethe candidates mostcommonlyknown by
shouldbethemostprominentidenti er of theindividual candidate.

We favour votershaving readyaccesso otherinformationby which they canidentify the
candidatepnamelytheirfull legalname theiraddresandary nameshey have formerly
beenknown by or areknown by for otherpurposesbut do not seea needfor thisto be

2. Linguistic preferences, as outlined below, might also usefully be collected.
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presentean the ballot paperitself, or on any mainvote selectionscreerwith electronic
voting. In the polling station,we would favour full legalnamesandaddressesf
candidatedveingon displayin the polling booth.For postalvoting, we would favour this
informationbeingprintedon the materialghataccompan the ballot paper andfor
electronicvoting we would favour it beingaccessibl@sanoptionfrom thevote
selectionscreen(the equivalentof the mainballot paper§.

3.1.We areclearthatgoodinterfacedesignfor electronicvoting requireshattheamount
of verbiageon the default vote selectionscreerbe minimised,andthat partyemblemsbe
giventhegreatesprominencepractical.We suspecthatthe sameprinciple shouldapply
to printedballot papersin neithercase however, doesthis precludethe provision of
informationto thevotersin otherplacesor in otherways.

Q7(a)

If theiraresimultaneou®lectiongto differentbodiestakingplace,it appeardo usthatit
is preferabldor thefront of printedballotsto shav the electionto which they apply. In
othercircumstances/e would favour this informationbeingpresenin the polling booth,
but not on the ballot paper

With electronicvoting, we would favour the informationaboutwhatthe electionis being
availableon adisplayscreen(or audiointroduction)prior to the presentatiorf thevote
selectionscreen(or audiomenu).For simultaneou®lectionsthis informationshouldbe
presentednmediatelybeforethe vote selectionscreen(or audiomenu)for eachelection.

Q7(b)

With electronicvoting we would favour the useof bothaudioandtextual remindersof
theright to votein secrefprior to the presentatiomf the vote selectionscreenor audio
menu)wheneerthereis the possibility.

We aredeeplyconcernedy proposalgo allow electronic(and,equally widespread
postal)voting in contexts wheresecreg cannotbe assuredy polling stationstaf.

3. We would favour the link to this further information being a minor, unobtrusive option of a sort
that could not be accessed by accident. We would also favour it being possible to vote from this ’further
information’ screen (or listing, in the case of telephone voting) without needing to return to the original
presentation of the ballot.
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We considertit vital thatpostalvoting ballot papersncludewordingsuchas“Y ou have
theright to votein secret’printedhorizontallyat thetop of the papern suchaway asto
make thosewordsthe mostprominenton the ballot paper

Within the polling station thereareotherwaysof promotinga cultureof secretvoting,
however, evenin thesecircumstancesve considetthatit is advantageou$or votersto be
givenremindersof theright to votein secretitherby notices by wordson the ballot
paperor by beingtold by polling of cials.

Q7(c)

It appearsidvantageouso usfor informationaboutthe electedbodyto be availableto
votersin thevoting context. However, we do not believe theinformationthatcouldbe
presentean a ballot paper asillustratedby the sampleballot papersijs sufcient to be
useful,beyondidentifying to which electionthe ballot paperapplies.

For electronicvoting, we would anticipatethat by default votersshouldbe givenan
optionof nding out moreabouttheelectedbodyandtherole of electedrepresentaties
within it. We would anticipatethis informationbeingaccesseth the samesortsof ways
asinformationaboutfull legalnamesandaddressesf candidatesasexplainedabove.

In apolling station,having alea et aboutthe electedbody (andtherole of elected
representafieswithin it) availablefor inspectionanda noticeto thateffect, is probably
sufcient.

3.5 Q8(a)

It is usefulfor votersto have informationon how to vote availablethroughouthe
procesof markingtheir vote.

For electronicvoting usingDigital TV or computersway from polling stations
informationon how to vote can,andshould,be presentedothby informationonthe
voteselectionscreerandanaudiblemessagéhatis heardasthe screens displayed.

For postalvoting, it maybethatinformationon how to voteis bestpresentedn the
ballot paperto ensurehatthevoteris ableto nd andseeit asthey vote.
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Q8(b)

For paperor electronicvoting in the polling station,we considerthatmakinginformation
availableon how to votethroughouthe procesof markingthevoteis probablybest
achievedby noticesin the polling booth.Both ballot papersandelectronicvote selection
screenshouldideally be asunclutteredaspossible andit appears$o usthatnoticesin
the polling boothcanpresenthis informationmoreeffectively.

3.6 Q8(c)

We do not considetthereis arny advantagan makinginformationon how votesare
countedavailableon ballot papersexceptfor preferentiaboting whenvotersareaway
from the polling station(eg Mayoralelectionswith postalvoting or off-site electronic
voting).

However, informationon how votesarecountedshouldbe availableto voterseither
within the polling stationor asa selectableptionwithin the electronicvoting process.

With preferentialvoting asusedin Mayoralelectionswe considerthatit is important
thatvotersknow thatchoosinga secondoreferenceannotharmthe chance®f their rst
preferenceandthatif thereis noresultonthe rst round,arun-off will beconducted
betweernthetwo candidategettingthe mostvotesin the rst round,in whichthesecond
preferencesf peoplewho votedfor othercandidatesvill betakeninto accountAway
from polling stationsthis informationmight be bestconveyed on the ballot paper or
with electronicvoting eitherby audibleor visible messagavailableduringthevote
selectionprocess.

3.7 Q9(a)

It appeardo usthatmakingavailableinformationrelatingto the candidatesndtheir
partieswould beanenhancemenidf thedemocratiqrocessincreasinghe chancehat
voterswill make aninformeddecision.

For electronicvoting, it is technicallyfeasiblefor very large amountsof further
informationto beavailablethroughselectionof particularon-screeroptions.Thereis a
strongargumentfor this to be donein waysthatensurehatvotersdo notlosetrack of
wherethey werein the voting procedurgCaliforniaTaskForce,2000,10v). This could

10
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be achiavedby useof a split screenwheretheleft handsideremainsavote selection
screenwhile theright handsidepresentshefurtherinformation.

Q9(b)

With electronicvoting, it is technicallyeasyfor accesdo beallowedto party websitego
provide suchadditionalinformation:however, to do sowould almostcertainlyviolatethe
necessargecurityof thevoting processAccordingto Mercuri (2001,p34) “interfacing
to theInternetcouldbe, in itself, consideredo constitutea securitybreachjn thatwide
attackandmonitoringopportunitiesareprovidedthatwould not be possiblewith
individual DRE [voting machine]kiosks,or in aclosednetwork setting”. Thust is better
for electronicvoting to provide accesdo alimited amountof approvedinformation,in
thesameway asis suggestedor traditionalpolling stationvoting.

For electionswherefree Royal Mail deliveryis available,makingavailablethe same
informationthatvirtually thewhole electoratéhashadthe opportunityto seealready
seneslittle purposeTheimprovementin thequality of deliberatve judgementhat
would be possibleby makingmoreextensie informationavailableto votersappearso
usto justify the costsassociatedt appearso usthat,giventhatonly asmallminority of
candidatesreindependentgequiringeachReturningOf cer to checkall suchmaterials
would be eitherbe excessvely andunnecessarilgemandingon ReturningOf cers, or
requireinappropriateestrictionson theamount,or type,of materialavailableto voters.
We considerthatit is appropriateéhata nationalmanifestoof up to 20 pagesA4 would
be availablefor eachParty, aswell asa shortindividual statemenfrom eachcandidate,
which could outlinearny pointson which they take a positionthatdiffersfrom the
nationalmanifesto.

Q9(c)

Whatwe would suggests thatfor every Party registeredby the Commissiona national
manifestas checled by the Commissionperhapsnceevery twelve months)of upto 20
pagesA4 paperthatis madeavailablein polling stationsor aspartof any electronic
voting application.In addition,we would suggesthatindividual candidatese allowed
to present personaktatemenof up to onepageA4 paperwhichwould bechecled by
the ReturningOf cer, alongwith any manifestosf independentéof upto 21 pageer
candidategxceptthatjoint independentandidatesvould shareone20 pagemanifesto
andwould eachbe entitledto a singlepagepersonaktatemenin addition).

11
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3.9 Q10(a)

In our reporton technicalissuesn theimplementatiorof electronicvoting (Fairweather
andRogerson2002,p19)we call for ‘'multilingual supportfor a sufcient rangeof
languages'sinceprivagy violationsmayarisefrom failureto allow voting in voters'own
languagesWe continuein the beliefthatthisis appropriate.

Therelationshipof thosewith visualimpairmentdo ballot paperss differentfrom that
of thosewith linguistic constraintsGiventheinability of thosewith profoundvisual
impairmentdo learnto readprintedEnglish,no matterhow hardthey try, or to seeparty
symbolsit is appropriatdhatif arequesis madea suitableperiodin advanceof polling
day, aBraille ballot paperis alwaysmadeavailable.

We would anticipatethatmakingthe party emblemshe dominantfeatureof ballot
papergseeanswerto Q5g above) would reducethe needfor ballotpapersan languages
otherthanEnglishandWelsh,howeverit is our beliefthatlocal authoritiesshouldbe
entitledto produceballot paperdn ary languagehey considelit appropriatéo use,in
additionto alwaysproducingpapersn English,WelshandBraille if needed.

Othermaterialssuchasexplanatorynotesshouldbe availablein thefull rangeof
languagegor which ballot papersareproducedIt maynotbeappropriatdor such
materialso beondisplay(asthey will make it harderfor the majority of votersto seethe
informationthatthey canread),but if a ballot paperis requestedh a particularlanguage,
the presencef thosematerialan the sameanguageshouldbe broughtto the attention
of thevoter.

Q10(b)

It is appropriatdor thereto beathreshold asa percentagef theelectoratelt is also
appropriateghatin electiongo largerdivisions(asoccurswith ParliamentaryMayoral,
AssemblyandEuropearelectionsfor example),if therearemorethananabsolute
numberof votersof alinguistic groupwithin thedivision, ballot papersshouldbe
producedn thelanguageof thatlinguistic group.

While we do not have expertisein assessinghe costs thresholdof 10%of the
electorateor 1,000people(whicheveris lower) appeato usto bebroadlyappropriatdor
the mandatoryproductionof paperballotsin minority languages.

12
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For electronicvoting, the samecostconsiderationslo not apply, however giventhat
compleity of theinterfaceis deprecatet] the numberof languageswvailableas
on-screeroptions may needto berestricted.

Q10(c)

For electronicvoting usingVDUs, we would anticipatethatlanguageselectionwould be
accomplishedh threeways.

1. For voterswho have indicateda languagepreferenceat registration,assoonasthey
initially identify themselesto the system(evenbeforeentryof any furthershort
PIN or othersecuritycode) the systemwould re-setits languageo the language
they have registeredastheir preferencgbut with anoptionto changdanguageas
outlinedin 2).

2. All voterswill bepresentedvith anon-screenchangdanguageoptionon eachof
the screens normalvoterwould seeprior to the "ballot paper'screenandchanging
languagevould be anoptionthatcould be obtainedirom a multi-purpose options'
selectionon thatscreen).

3. For voterswho have not alreadyindicateda languagepreferencedat registration,or
earlierin thevoting interaction),or a preferencdor asimpli ed interface(for
exampledueto disability), following theidenti cation andauthenticatiorscreens,
therewould bealanguageselectionscreenfrom which ary of thelanguage®f
morethan5%° of the electorateceanbeimmediatelyselectedif thatlanguagés
supported)It maybe possiblefor furtherlanguageso be selectedvia an'other
languagesbption.

We do not have sufcient knowledgeof relevantlanguageso commentn the particular
issuesof designwithin eachscreenpr of paperballots,in languagestherthanfor
EnglishandWelshlanguages.

4. Since great complexity may make it unusable for voters with low levels of computer literacy, and
since complexity makes security assurance disproportionately more difficult.

5. It may be possible to allow other languages to be seen by voters as their default language if they
indicate a language preference at registration stage.

6. 5% would restrict the number of languages available for selection on the one screen to manageable
numbers

13
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3.11 Q11(a)

Sincetherearefar morevotersfor whomballot papersarecurrentlytoo smallthanfor
whomthey arecurrentlytoo large,it seemsappropriatego increasdhe sizeof ballot
papersSuchanincreasanayaid thosewith visualor motorcontrolimpairmentsamore
thanmary implementation®f electronicvoting.

Q11(b/c)

Ourunderstandings thatwhite papercanbe particularlydif cult for peoplewith
dyslexia, andthata palelavendershadecanbe particularlyhelpful. Particularcareneeds
to betakensothatif thewholeballot paperis printedon colouredpaper(or if coloured
bandingis used,anda backgrouncolouris usedfor the otherpartsof the paper) the
choiceof colourdoesnotfavour ary of the parties.Thefourth sampleballot papemight
be seenasfavouringthe Liberal Democratspr the sixth asfavouring Labour for
example.Similarly, therewill needto be carein the choiceof colourfor usein electronic
voting interfacegall screenapartfrom thevote selectionscreen(syvill probablyneed
someuseof colour, which shouldbe party-neutral).

To achieve this, we would suggesthatthe ElectoralCommissiorresene a numberof
coloursandshadedor usewithout ary appearancef partybias.As a steptowardsthis,

it mightbe appropriatdor partiesthatwereregisteredunderthe Registrationof Political
PartiesAct 1998to be givena chanceo selecta colourbeforethe ElectoralCommission
reserescolours.

Preeceetal (1993,p76)suggesthat“colour shouldbeused... as... anadditionalform of
coding”.

As mentionedabove (at Q5(a) a conclusionof thefocusgroupresearchor the
Implementatiorof ElectronicVoting projectwasthat“The useof party coloursand
logoswasappreciate@sit wasfelt thesemadeit easierto seewho you werevoting for”
(BMRB, 2002,p28).

Theseconsiderationsvould seemto applyasmuchto papervoting aselectronic
(althoughcostconsiderationsnayrestrictthe useof colourto electionswith larger
electoratesn thedivision).

The useof colourshouldnot berestrictedo emblemslt is appropriateéhatfor each
candidatgetc)the partycolouris usedasthe backgroundo thetext of theirnameand
ary otherdetailsdisplayedon the ballot paperor any primaryvote selectionscreenn
electronicvoting.

14
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Caremustbetakenwhereparty coloursincludeadarkcolourthattext hassufcient
contrast.This might beachiezedby allowing partiesto nominatea seconccolourfor text,
butif thisis done,colourcombinationshouldbe chosenvhich do not causeproblems
for peoplewith colourblindnessto preventtheintroductionof disability discrimination.

Furtheranalysisof datafrom the electronicvoting focusgroupsindicateshatwhere
appropriatea changdn backgroundtolourshouldindicatewhich optionsareselecteda
featureof oneversionof themock-uptestedby our focusgroupswhich wasappreciated),
or perhapsvhenamouse(etc)is overthatsectionof thescreenlt maybeappropriatdor
partiesto be permittedto selectanothershadeof their chosercolourto beusedin such
circumstancesglthoughthe choiceof a secondshadeshouldnot precludeanotherparty
from having thatsameshadepr somethingvery similar, asits maincolour, provided
thereis sufcient contrastbetweerthe maincoloursof thetwo partiesconcerned.

3.14 Q12(a)

While it is possiblethatthe inclusionof photographsvill make the ballot paperor
electronicvotinginterfacemoreuserfriendly, thereis a signi cant possibilitythat
photographsvill introducedistortionsinto the electoralprocesshatwill interferewith
theaccuratd@ransmissiorof the wishesof voters- for exampleit may causevotersto be
inhibitedfrom voting for a candidatewith a facialdis gurementor prominentmarking
(suchasabirth mark),andcolourbalancassuesnay meanthatthereis a mismatch
betweerthe apparentindactualethnicorigin of the candidatéthis couldbe especially
problematiowith printedpaperballots,sincecolourbalancdassuesnaybein thecontrol
of printersin thesecircumstances).

Q12(d)

We suspecthatthe useof photographsvill increasehelik elihoodof discrimination
againstapparentlynon-whitecandidatesandcandidatesvith facialdis gurementsand
prominentmarking.Ilt mayalsoleadto a nancial bias,aswealthiercandidatesremore
ableto have plasticsumgery, andskin lightening.

We arealsoawarethatsomeMuslims nd picturesof humanfacessacrilgyious.We
wonderif they will be deterredrom voting by the presencef photographsn ballots.

15



"Review of Ballot PaperDesign"consultation- Responsef the Centie for Computingand
SocialResponsibilityDe Montfort University

4.1 Q14

As outlinedabove (at 2.6), we favour theremoval of all informationfrom the ballot
paperotherthanthe commonnameof the candidatethe nameof their party, any party
emblem,andabackgroundolourfor thatparty.

In the polling station,we would favour full legalnamesandaddressesf candidates
beingon displayin thepolling booth.For postalvoting, we would favour this information
beingprintedon the materialshataccompan the ballot paper andfor electronicvoting
we would favour it beingaccessibl@sanoptionfrom the vote selectionscreen.

4.3 Q15(a)

Thelegal procesdor tracingballot paperss usedrarely andour understandings that
mostof theinformal allegationsof systematielectoralmalpracticeareof sortswhere
tracingballot papersafterthe poll would be of no practicaluse.Iln our opinion,thus,the
violation of the principle of a secretallot thatis inherentin the useof serialnumberson
ballot paperds unjusti ed.

Q15(b)

Ratherthanincreasinghedif culty of tracingballot papersjn our opinionit is far more
likely thatbarcodesnalke it easierto traceballot paperssincethey facilitateautomated
sortingof ballot papersThe practicaldif culty of thesortingprocesss boththe main
dif culty involvedin tracingballot papersandthe greatesprotectionof the secreg of
the ballot with our currentarrangementdn our opinion,ary changesuchasthe useof
barcode§ thatfacilitatedautomatedortingof ballotswould upsetthe delicatebalance
in currentarrangements.

7. Or electronic voting without adequate secrecy protections: see Fairweather and Rogerson, 2002,
ppl2-13
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Q15(c)

If theuseof serialnumberswvereto continue,or bereplacedoy alternatve methoddor
tracingballots,honestyrequireshatthe electorateareeducatedhatthe ballotis not truly
asecretballot, andit is reasonabléor the claimedjusti cation to bepartof this process.

4.8 Q18

To eliminateunfairnessasaresultof accidentgor evenbias)on the partof the Returning
Of cer, we considerit appropriatdor candidate®r agentgo be giventhe opportunityto
proofacopy of theballot paperprior to printing. We similarly have called(Fairweather
andRogerson2003)for the procesf generatingballot papers'for electronicvoting to
be opento inspection.

4.9 Q19(a)

Giventhatmarkingballot paperswith pencilhasbeenjusti ably called“astonishingly
guaint” by RobinCook (asquotedin Ashley, 2002),it seemsappropriatéhata changes
made We stronglysuspecthatothermeansof markingballot paperssuchasballpoint
pens,would be suitableandcheaper

We arealsoparticularlyconcernedhatformsof electronicvoting arebeingtrialled that
meanthatelectronicballotsaremarked by the equivalentof anordinarypencil,andthen
passedhroughthe handsof multiple, unknovn people beforereachingthe "ballotbox’,
with no way of detectingf they have beenchangednroute.

4.15 Q21(a)

Our attitudeis thatgenerallythe designof ballot paperdor usein e-woting and
traditionalsituationsshouldbedrivenlargely by the sameconsiderationsThe
considerationghatmalke for gooddesignof electronicvoting screengan,andshould,
alsobeappliedto ballot paperdesign.
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Q21(b)

We have written anacademiarticlelargely aboutthe appropriatadesignof ‘candidate
selection'screengFairweatheandRogersor2003),drawing furtheron thefocusgroup
researcltonductedaspartof the Implementatiorof ElectronicVoting projectthatwas
partfundedby the CommissionThearticleis beingconsideredor publicationby a
leadingacademigournal. We arewilling to make it availableto the Commissiorona
con dential basisatthis stage prior to its publication.Someof the conclusionsare
mentionecklsavherein thisresponseasappropriatebut they aresummarisedbelow:

Key considerations are

- Thatpenandpapervoting shouldalwaysbe availableasanaccessibl@andviable
optionto thosevoterswho preferit, sinceasigni cant proportionwill notbeableto
mastervoting electronically

- Asagenerabrinciple,andwithin limits, ourview is thatsecurityissuesshouldtake
priority over otherissueof interfacedesign:thuswhile it maybe sometimede
desirabldor displaysettingsfor font sizesandcolourcontrast(for example)to be
takenfrom existing settingson the client machinethis mustnot be allowedto
compromisesecurity

« Securitymustnot beachievedat the expenseof confusingvoters.

« All thecomputemprogramsnvolvedin the generatiorof electronic ballot papers'and
elsavherein thevoting processhouldbe opento inspection(opensourcecode).

« Thesystemshouldbe usercustomisabldor font sizesandcolourchoicesldeally
theseshouldbe setthroughthe voterregistrationprocesfSCOPE 2002,p38),and
automaticallyjcommunicatedo theinterfaceat the stageof identi cation and
authenticatiorof the voter.

« Non-con dentialpartsof the processhould,by default, be presentedn audibleform.

- Interfacesneedto be designedwvith theaim of universalaccesdeinga key design
principle. Theapproactof mary businessapplicationsof designingfor the ‘normal’
userandthenadaptingto includeaccesdgor thosedisabledpeoplewho caneasilybe
accommodatets inappropriateandimmoralwhenappliedto electronicvoting.

- Designsneedto enableunassistediseevenby voterswho arenotat all familiar with
ICT.

« Interfaceggenerallyneedto be designedo work with a variety of inputandoutput
devices,includingscreerenlagersandscreerreadersthe availability of audible
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output;andkeyboardandmice asalternatvesto eachother Audio outputof
con dential partsof thevoting processhouldbe availableasanoption.

» Theinitial displayof the ballot papershouldshon party emblemsasthedominantpart
of thedisplay andclicking onanemblemshouldbe sufcient to selectthatpartyor
candidateVotersshouldnot necessarilyperequiredto click on abuttonmarked
“enter’,or presgreturnto selectthe candidate.

+ Colourshouldbe usedextensvely, including colouredbackgroundso indicateparty
(parallelingsampleballot papemumber7), andcolouremblems.

+ Informationotherthancommonnameof the candidateparty nameandcolourand
partyemblemshouldnot appeaion theinitial displayof the ballot paper Other
informationmaybeaccessibl@sanoption,andit shouldbe possibleto vote while
viewing this otherinformation.

- Efforts mustbe madeto minimisethe chance®f scrollingbeingneededo seethefull
list of candidatesSincewith somedelivery mechanismsgherecannotbeaguarantee
thatno voterswill befacedwith scrolling,the orderingof candidate®n screens
shouldberandom.

- "Ballot papers'suchasthoseproposedy the electronicvoting securitystudy(CESG,
2002,p50)arein our view unsuitablefor mainstreanuse(seeFairweather2002,
responséo Annex C) sincethey aretoo dif cult for mostvotersto useandcould
enablevote buying or coercion.

5.1

The consultatiordocumenstateghat“ultimately, oneof the candidatesnustbe
elected”. Thigdoesnot appeato bethecaseto us.If "none-of-the-abee' wereto bethe
choiceof theelectoratejt maybethatif anotherelectionwereheld,political parties
would offer other candidategor electionthatwould beacceptabléo the electorateThe
mostlik ely situationwould bewhereanelectionwasheldin a division where
traditionallyoneof the partieshasenjoyedanoverwhelmingmajority, but their
candidatepeingofferedfor re-electionhasbeendisgracedn away thatmeanghe
electoratedo notwish to supportthatcandidatelf “none-of-the-abee' wereelectedan
alternatve candidateof thatparty could be offeredwho would commandmnajority
supportof the electorateyhich would bethe outcomethatwould mostcloselyre ect the
wishesof theelectorate.
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5.3

It seemsunlikely to usthata signi cant numberof voterswould ™ ippantly’ make the
effort to go to a polling station.Certainly without compulsoryvoting, only asmall
proportionof thosewho wish to abstaincould normally be expectedo attenda polling
stationto vote for "noneof theabove'.

Q22(a)

In principlewe supporttheintroductionof a systemof positive abstentionVotersthat
attendthe polling stationandvotefor "noneof theabove' relikely to, in generalhave a
greatersenseof civic duty thanthosewho do not: their voting for "noneof theabove'
appeardso usoftento beaseriousnessagef a sortthatthe electoralsystemshouldbe
ableto corvey. Additionally, with the UK political systemthereis currentlyno other
way for votersto effectively say'| amdeeplydissatis edwith the candidateofferedby
the party of my choice'withoutassistinghe electionof anopponentywho mayre ect the
views of thevoterevenlesswell.

Q22(b)

If “positive abstentionwereto beintroducedwe would favour the electionbeingre-run,
but the candidate$rom the rst electionbeingdisquali ed from standingn there-run
election.

5.9 Q23(a)

We would favour the namesof individual candidate$n closedlist electionsbeing
availableto all voters,but not presenbn the ballot paper(or default vote selection
screenjtself. Thedisplayof thelist of namesn the polling booth,onanaccompaying
sheef paperor onanoptionalvote selectionscreerfor electronicvoting shouldbe
sufcient.
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Q24(b)

TheevidencealreadymentionedButler & Kavanagh,1992,p340;Rallingsetal 1998,
pl21)suggestshatonly a smallproportionof voterswill bein uencedby theinclusion
of namesaswell aspartyidenti ers on ballot papers.

References

Ashley, Jackie,2002"Intenton change, RadicalRobinreturnsto thefray” The Guardian
2002-01-07

BMRB 2002"Public AttitudesTowardsthe Implementatiorof Electronic Voting:
QualitativeReseath Report“onlineat (

accesse@003-02-26.

Butler, David andKavanaghDennis1992TheBritish Generl Electionof 1992
(Houndmills,Basingstok: Macmillan).

CaliforniaTaskForce(2000)A Reporton the Feasibility of Internet\oting, online at
( ), accessed
2003-02-24

Fairweather,NB2002"CESGreporton e\bting Security- Responsef the Centie for
Computingand SocialResponsibilityDe Montfort University" online at

(
), accesse@003-03-04

FairweatherN.B. andRogersonS (2002) Technical OptionsReportonline at

(
),accesse@003-02-28

FairweatherN.B. andRogersonsS (2003)"Morally Defensibldnterfacesfor Remote
Electronic Voting" Paperunderconsideratiorfor publicationby aleadingjournal.

Nielsen,Jalob, 1997 "Changesin Web Usability Since1994" online at
( ) accesse@003-02-19.

Rallings,C., ThrasherM. andGunterC. 1998"Patternsof \oting Choicein
Multi-membemDistricts” ElectoralStudiesVol.17(1).

21



"Review of Ballot PaperDesign"consultation- Responsef the Centie for Computingand
SocialResponsibilityDe Montfort University

Resnick,Paul,2000"Usability Analysisof the Palm Bead Ballot Controversy” online at
( ),acessed
2003-02-18.

SCOPE2002,Polls Apart: A Future for Accessiblddemocacyonlineat

(
), accesse@002-12-19.

22



