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Handwritten signature veri�cation
Presentation overview (altered to remove all
signatures):

† Goal, applications and assumptions
† Basic concepts in biometrics
† Experimental setup
† Technical dif�culties posed by HSV
† Past research and the current state of the art
† Overview of my research
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Goal of HSV
† To verify a person’s identity based on the way in

which he/she signs his/her name
† Two types of system:

† Of�ine systems use static features (the
signature image)

† Online systems use dynamic features (the
time series)

† Written passwords are also under consideration
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Applications
Principal application: reduce fraud in �nancial
transactions

† Cannot rely on sales staff to visually verify
signatures on credit card receipts

† Occasional acceptances of forgeries are allowable
† Rejections of valid signatures may irritate

valuable customers
† To date, used mostly for electronic signature of

business documents (hash function protects
document against alteration)
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Document veri�cation
 

 

† Apply hash function to document to generate hash code

† If signature is valid, encrypt hash with signer’s private key

† Recipient decodes received hash using public key

† If document has been altered, hashes don’t match
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Applications
Secondary application: access security for buildings
or mobile computing devices

† For building security, it would not be tolerable to
accept forgeries

† HSV would have to be combined with on-site
security staff or other biometric/password/PIN
systems

† Already used on some laptops and PDAs
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Naïve assumptions
† A person signs his or her name consistently each

time
† All signatures contain enough steady features to

be reliably veri�ed
† A forger cannot perfectly imitate the dynamic

features of a signature
† All a user’s passwords can be replaced by his/her

signature
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Example of consistency � static
Password: �Prejunife�

21 July 2003 2 Sept 2003 24 Sep 2003
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Example of consistency � dynamic
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Example of inconsistency � static
Password: �Ingusions�

12 Jan 2004 18 Mar 2004 27 Sep 2004
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Example of inconsistency � dynamic
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Example of forger ability � static
Password: �Prejunife�
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