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|. Introduction

campaigns (outside of voting) Regar plexity and controversy
SWill have to decide how they

voters. As has been seen in

elections around the world ing. What content and services
must be online to ensur to ensure the Internet promotes free

and fair elections?

The emergi ng role of the
that chang

ampaigns deserves close attention. It may be
online, rather than evoting, present the real

@St practices during election periods. Once documented and
¥Sting democratic freedoms and electoral standards to life

shared, S

where they 3 while most election-related benefits from online activities will
be gained throug es, a standards-established model for "must-have’ and “should-
have' online eleme ging. As more citizens come online, electoral management bodies

(EMBs) will see thel ne responsibilities increase. Clearly, these responsibilities will arrive
sooner in “wired” cqemntries with active online populations, but they will eventualy arrive
everywhere. Creating a shared body of best practice now can benefit all democracies over time.
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[I.  Two Proposed Internet-Era Electoral Standards

This article contains numerous recommendations, but two key suggestions for information-age
electoral standards particularly deserve attention and debate and inform al of the
recommendations below:

1. All information produced, compiled, disseminated or disclosed to implement electora
standards must be publicly accessible on the Internet in a standard, authoritative format.

2. Voter privacy must be established to cover all voter action
about political candidates and issues; communicating wi

seeking information
ily, friends and members

voter participation, encourage informed voting and
public al information about election standards, |

In addition, existing electoral standards require 1o to this i ation. It is
almost impossible to conceive of any democratic pur y keeping information
offline.

The second proposed standard opens an ) Internet era provides many

ways to track individual behavior; howe
system, voters must feel they can freedly e

PROVIDING |INFOR ON ONLINE

A typicd EMB Web site should provide extensive access to officia government election-related
content. The "any time, anywhere" Internet makes election information more accessible now
than at any time in history, and it is therefore a force for democratization.
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1. Makecontent available online

Idedlly, al public election material—text, images, audio or video, voting information and
educational content—produced by EMBs should be available online.® However, given the
variation in EMBS resources and in online populations across countries, a progression of
Internet use for EMBs should be defined and benchmarked.

M ust-have elements
For al countries, the items below represent basic items that cr

regardless of the number of citizens who use the Internet.

democratic legitimacy,

Content demonstrating electoral standards arein actj

Any public information mentioned in existing electo! ust be available in a
timely manner online (and easy to locate) with its

Accurate and authoritative content

Even in the most wired countries, govern
suggesting that they are not responsible for th
disclaimers undermine legitimacy and trust in the ral process. EMBs must guarantee
that their Web sites provide legallyya e i [

Multilingual content

legitimacy, and free and fair elections, "should-have'
r participation, ice transaction convenience for regulated

a)

dually in this second tier of online services. On the
e than 50 percent of the population is online, the "should-

If EMBs can meet the challenge of verifying visitors identities, they can allow voter
registration online, or at least registration address changes. If they do not have the
capability to verify identities, they could alow online transactions by verifying email
addresses following a transaction and providing clear warnings of the penalties for fraud.
As is tne in New Zealand, | recommend that governments allow voters to verify online
their information as it appears in the electoral rolls.

1 Any items not available online should be described there and directions given for how to access them offline.
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Alternatively, first-time electronic registration or name changes could be conducted by
third parties that met certain standards. In the future, regulated political entities and civil
society groups may use Tablet PCs or handheld devices that have the ability to collect
electronic written signatures. This process would require security procedures, privacy
guarantees and penalties that ensure the signatures collected are not used for other
PUrpOSEsS.

Campaign finance reporting and disclosure system

_EMBs should provide full online access to all legally pu
collected online. This public data should be searchable,
third-party tools. The data fields electronically released,
donors, may be limited by privacy laws. EMBs
reporting and disclosure of certain expenditures or

paign finance data
loadable for analysis with
addresses of campaign
pand into red-time
ain amount as weII

media. The full potential of the disclosure i [ desirable
election behavior through public awaren |

Voter outreach and education? programs

SO provides a rich gpportunity to increase
{owever, a recent CIRCLE survey® in the

ere users decide what content to view. While you
e through online advertising or "tell a friend" viral online

, NGO and media projects that build on best practices would
estments in targeted voter outreach and education online.

EMBs shot N index of online information products used for voter education,
particularly tf ered by existing electoral standards. EMBs can also identify best

they should map”out and analyze the associated costs and benefits. However, providing
online access does not absolve an EMB d the responsibility to disseminate information via
traditional methods.

2 The ACE Project Web site, an information resource on election administration, details VVoter Education options
and provides sample content at http://www.aceproject.org/main/english/ve/index.htm. | will not repeat its important
work and detailed advice.

3 See htp://www.civicyouth.org/research/products/national_youth_survey2004.htm.
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Services and searches

Citizens prefer voting information that is tailored to their geographical location or political
interests, and EMBs can easily provide services based on geography, such as locating
candidates or elected officias by area. (Media and NGO voter education sites will more
likely take the lead with political issues.)

Campaign regulation information and notifications

EMBs have a specia opportunity to provide tailored services to regulated political
organizations, including full and reliable disclosure of al electiGm, laws, regulations and
policies. Online education, personalized notification servi (such as email aerts on
deadlines or regulation tracking) will contribute to improv liance and convenience.

2. Makecontent accessibleonline

r EMBs. Specifically, should be

Accessibility is a cornerstone issue and opportunit
guaranteed for:

People with disabilities

EMBSs have a democratic obligation to become am
accessibility policies. They must
ensure greater access for sight-i
captioning of audio/video content for t

f compliance with e-government

Speakers of minority languages

EMBSs should congi ' [ [ ation in all local languages. A great
access to alternative language content in areas

aiting (such asHTML, XML, CSS, RSS, etc.) make this
e ability to produce low- and high-bandwidth versions of
s mobile access (often called WAP), which allows users to view

resources. This'is particularly true in countries with limited home Internet &cess or
displaced people. As more and more institutions (from NGOs to political parties to schools)
become connected, the Internet can be used as a remote document storage system. This will
be particularly useful for achieving the timely distribution of information flyers and small
format posters in places where postal service is unreliable. The Internet could also be used
to distribute radio programs in MP3 format for use by local radio stations. (See the section
on Ensuring Technological Access below for further discussion of increasing access to
voter information in the most remote places.)
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ESTABLISHING AN ONLINE L EGAL ENVIRONMENT

The regulation of online campaign activity is one of the most complicated areas of online
election administration.* Moving from analysis and proposals to the approval of new laws or
rules on this issue has proved exceedingly difficult. However, this may be a good thing. EMBs
need experience with the Internet to determine which aspects of campaign regulations are either
threatened or enhanced by use of the Internet.

to“exercise influence on
ill range from government

However, a some individuals and informal groups may use the Int
par with regulated political groups. The reaction to this ev
attempts to regulate individual behavior to calls by regulat r Internet campaigning
exemptions. Recently, a proposed amendment to legislation es in the U.S. House
of Representatives that would have exempted Intern i ection regulations
faled. Parliaments around the world and will n e regulation of
online campaigning.

1. ldentify applicable laws

plication of existing laws
rmal” campaign or political

laws that currently regulate offline media’
may lead to civil or crimina charges for

The new circumstanc omes to the activities of individual
citizens, may requi G\ activities on- and offline in order to make
enforcement practicali an 0 achieve the origina goals of electoral
regulations.

of the sitefThe establishment of such a policy will be highly controversia as
ns' use’of data on supporters is typically not made public. Any registered
political entity thal es its own privacy policy should be subject to severe legal penalties,
and al changes in @rganizations privacy policies should be registered with the EMB. In
addition, al individuals currently in that organization's database should be notified of the
changes and given the opportunity to opt out. Alternatively or in addtion, a country’s law could
specify allowable privacy and data-sharing practices.

individua’s
political organize

* See http://www.el ectoral commission.org.uk/elections/policyreviews.cfm, http://www.fec.gov/internet.html, or
http://www.fppc.ca.gov/index.html ?id=362 for further exploration of thisissue.
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3. Provide defamation and libel guides

As laws related to online libel and defamation differ from country to country, EMBs should
compile al relevant local laws and provide citizens, candidates and parties with guidance on
how to avoid associated legal penalties. The 1999 United Nations Report of the Special
Rapporteur on the protection and promotion of the right to freedom of opinion and expression
< http://www.unhchr.ch/html/menu2/7/b/mfro.htm > illustrates how easily citizens could be
charged with criminal libel in democratic countries that view informal online remarks to
friends on par with statements on television or in the newspaper.

4. Guaranteetheright of reply online

In some countries, newspapers and broadcast media are 0 ide equal time for al
candidates; more specifically, they must do so for
criticism. Similar policies could also be implemen eb site owners
might be required to carry a response from so ' ' ts on the
site. Such policies have been discussed little i , Council of
Europe has explored the application of the right of r i [

might provide a less litigious
mechanism to correct the record. Most to reply to other comments,

and some news sites allow people to &

Because the Interaet is an agend e that effectively reaches traditional journalists
and opiniomfex i i important to independently monitor media and
other imfortant Web S [ jons in order to ensure fair and balanced coverage.® While

: ~ 1zens as television, its reach will only grow. Therefore,
major media sSites, should be integrated into any media

While the democrag purposes of online monitoring emanate from traditiona media
monitoring, current online analysis expertise comes from the world of academic Internet
research. According to Dr. Kirsten Foot at the University of Washington, they advise the
following:

Build from online content analysis;

® See http://www.coe.int/T/E/Human_Rights/media/7_Links/Right_of reply hearing.asp.
® The National Democratic Institute mentions the Internet briefly in its media monitoring guide. See
http://www.accessdemocracy.org/library/1420 elect media 02.pdf.
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Define clearly what is being monitored (a Web site, site section, article, a page, forum, e-
mail newsletter, etc.);

Use atool like "Teleport Pro" to harvest information from sites (perhaps selecting
specific times of each hour or each day to check selected pages);

Create a standard questionnaire for use by monitors; and

Use aweb-based reporting tool with a database backend (like Webarchivist Coder),
because it may work better than an Excel spreadsheet for coding.

As reporting systems on election-related media monitoring are of
reporting in mind, fair and balanced reporting should be promot
measuring essential content.

designed with weekly
lining analysis and

2. Monitor thetop 100 Web sites

Independently monitor and report on the "surface sites carrying
news or political content in agiven country. 1 iton il i e of traffic

I recommend monitoring the stories o asite’ s home page, the top sections
(e.g. News, Business) and any specia eleg iti hey key isto focus on the
parts of the top 100 sites that could influe . NN’s home page or MSN
Messenger’s welcome page). While some'@ [ 7 :
anaysis, onli

d on its'experience in this area, an EMB or nonpartisan
ar reports on its media monitoring as well as resources to

Y demonstrate alternative, nonrregulatory mechanisms for
nting a dightly different model, the U.S.-based FactCheck.Org
ts in a model that could grow into a project that could post

4. Monitor government Web sites

I recommend that EMBs monitor al top government Web sites, such as the government’s
home page, the parliament’'s home page and authorized sites of officials running for re-
election.” In addition, EMBs should look for inappropriate redirection or links to campaign
Web sites, which would likely violate election laws. EMBs (or perhaps national libraries) are

7 Such government -funded sites should be required to link to EMB-produced voting information and should be
encouraged to link to other nonpartisan €lection resources.
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the government agencies that should link to political party and candidate Web sites, and they
must do so in a balanced, uniform way. During elections, all e-government Web sites should
link the EMB site in order to alert online citizens that elections are coming.

5. Encourage watchdog groupsto aid policy development

While the Global Internet Liberty Campaign < http://www.gilc.org> and Internews <
http://www.internews.org > both promote global freedom of expression viathe Internet, it is
important that EMBs encourage the establishment of national groups can report on the
situations in their own countries. Watchdog groups like Reporters orders cover issues
of Internet freedom < http://www.rsf.org/rubrique.php3?id rubgi 273 > from the
perspective of the media, but few groups examine the situati e perspective of clean

countries? with limited
However, it is in these countries that t
greatest efficiencies and benefits. A key
Internet connections. It is essential to find

Many EMBs around the i actually nea
advanced Web sites g ices into
electoral administr hebetter prepared it will be to deal with the

mobile phones are @ ore accessible than landlines.

2. WirelessInternet options
The following technologies should be reviewed for their potential to provide email/Internet

access to election officials and other democratic actors (such as candidates, political parties,
NGOs, community radio stations, €tc.).
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E-mail viaradio

There are places around the world that send and receive e-mail via HF Radio/Shortwave E-
mail, which allows them to communicate at a lower cost than satellite. However, initial
equipment costs are high, and the data transfer rate is very slow.

Low-earth satellites

These satellites rotate around the earth providing an opportunity for daily email exchange.
Additional research is required to determine where this technology is being used.

These wireless technologies are being used in creative w. d theworld. A satellite
link to a community access “telecenter” might be shar viaWi-Fi. In
Cambodia, Wi-Fi is placed on motorcycl&s, which ena [ d uploading of e-

base office, which has satellite Internet conne i cles pass
outgoing messages on to the Internet.

3. Localized content access

Prior to an election, essential voting e ' [ guides and voter participation
posters should be compiled and

organizations serving di [ irror of the content on on local
computers for access agié

SO requires support for the idea that a modular open source
5 of more than one EMB and replace or complement incumbent

V. Conclusion

The legitimacy of modern governance is based on free and fair elections. The new capacities of
information and communication technologies, including the Internet, require eection laws, rules
and practices be updated to ensure that democratic electoral goals are met in the information age.
This will be a difficult process due to the speed at which innovations—both good and bad—
emerge in the networked world. But we must seize this challenge with democratic intent now, so
that in a decade, we will not regret a missed opportunity to shape the information age for
democratic good.
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By gaining practical Internet experience, EMBs can take advantage of the democratic potential
of the information age. By focusing on electoral standards and demacratic principles, EMBs can
leverage the strengths of the information age, counter its negative aspects, and protect and
strengthen democracy for generations to come.
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